
Keeping safe online 
 
 
 
 
 
 



Objectives 

• To provide parents with an understanding of 
the risks associated with children’s use of the 
internet 

• To equip parents with resources to keep 
children safe online 

• To inform parents about how e-safety is 
taught at school. 

 





Assessing risk 



- Telephone 

 

- Text messaging 

- Social networks 

- Apps 

- Console games 
(xbox etc) 

 

- Chat rooms 

- Blogs 

- Forums 

- PC games 

 





How children use social media 

The percentage of online friends that children didn't know outside of being online 
was: 
 
12% for 8-11 years olds in 2012 
29% for 12-15 year olds in 2013 
 
This makes children vulnerable to bullying, grooming and sharing personal 
information. 
 
Children in the UK have the 2nd highest number of social networking contacts in 
Europe: 
 
26% of children had between 100 and 300 'friends' 
16% had more than 300 'friends' 
(Livingstone, 2010). 
 

Life in Likes 
 
Children’s Commissioner Report 
 
January 2018 
 
https://www.childrenscommissioner.gov.uk/publication/life-
in-likes/ 

 



How children use social media 

• Most popular social media = Snapchat, 
Instagram, Musical.ly and Whatapp 

• Younger children have less routine with social 
media 

• Older children get into habit of using social 
media apps multiple times per day 

• Children’s motives for using social media 
changes over time 



Social Media used by Year 4 and 5 



Social Media used by Year 6 and 7 





Phase 1: Ages 8-9 

Drivers 

- Fun surprises 

- Playing games with my friends 

 

Behaviours 

• Downloading apps onto tablets 

• Watching YouTube videos 

• Computer gaming 

 



Use of apps 

 
 
 
 
 

 

http://www.net-aware.org.uk 

ROBLOX is a 
user-generated 
gaming platform 
where you can 
create your own 
games or play 
games that 
other users have 
made. There is 
also the option 
to chat to other 
players. 
 

Periscope is an 
app that lets 
you view and 
broadcast live 
videos from 
around the 
world. Periscope 
allows live 
streaming.  
 

Omegle is a social 
networking site that 
randomly connects 
you to another 
person who’s on the 
site. It lets you talk to 
them in a one-to-one 
audio or video 
conversation. You can 
both appear as 
anonymous, unless 
you decide to share 
your personal 
information. 
 

Snapchat is an 
app that lets you 
send a photo, 
short video or 
message to your 
contacts. The 
‘snap’ appears 
on screen for up 
to 10 seconds 
before 
disappearing, or 
there is an 
option to have 
no time limit.  



http://www.net-aware.org.uk 

https://www.net-aware.org.uk/networks/musically/


Top Tips to keep children safe using 
apps 

• Visit http://www.net-aware.org.uk or download the Net Aware 
app to find out about apps your child is using. Be aware of the 
risks yourself  
 

• Talk to them about the apps they use and screen time. What are 
they doing with who? “What would you do if….?”   “Can 
someone….?” 
 

• Become their online friend 
 
• Keep an eye on what they’re up to 

 
• Be aware of the risks yourself  

 
 

 
 

 
 







Inappropriate video/photographic 
content 

 
 

 
 
 
 

 



Top tips to avoid inappropriate content 

- Be careful with YouTube. Check the videos first. 
- Check your web filtering! Does your ISP provide this for free or do you need to 

turn it on? (visit http://parentalcontrols-on.org/). Alternative download your 
own for free. 

- YouTube has setting to lock parental controls (so that only parents can unlock 
it)  

- Use Google’s ‘YouTube Kids’ app  
- Ban devices from bedrooms  - keep them in ‘public areas’ 
- Be careful with other WiFi networks 
- Be careful of ‘free’ children’s videos on YouTube 

 
 



Age restrictions 

Some websites and games use age restrictions and checks to 
make sure that children don't see unsuitable content. 
 
Children must generally be at least 13 or to register on most 
social networking websites (but this isn’t the law) 
 
Not a lot standing in the way of children joining at a younger 
age.  
 
Age limits are there to keep children safe 
 



Top tips about age restrictions and 
games 

-    Talk to your child 
- Find out about what they are playing 
- Check the PEGI age restriction on games and be strong! 

 
 



Phase 2: Ages 9-10 

Drivers 

- Space to be myself 

- Finding things to do 

 

Behaviours 

• Watching ‘YouTubers’ 

• Becoming ‘YouTubers’ 



“Try this at home!” 

• Children may want to copy online vlogging stars to 
complete stunts,  ‘dares’ or take part in ‘challenges’ 
 

• Can involve children in engaging in dangerous 
behaviour (e.g. salt/ice challenge, cinnamon challenge, 
‘fainting game’, Tide pod challenge) 
 

• Other risks include bullying, peer pressure etc. 
 
 
 
 

 



Ways to prevent it 
- Talk about online trends and 

peer pressure 
- Monitor YouTube internet use 
- Activate ‘restricted mode’ on 

YouTube 
 
 

Top tips  



“Have you seen…” and “I want to be 
famous!” 

Children will watch and may want to copy online vlogging stars as a 
way of sharing content, thoughts, game reviews, fashion tips etc. 
This may include ‘live streaming’ 
 
Risks are: 
• Can expose children to inappropriate content (no watershed on 

YouTube) 
• Unkind comments 
• Grooming behaviour 
• Bullying 
• Loss of privacy 
 

 
 
 
 

 



“Have you seen…” and “I want to be 
famous!” 



Tips 
- Monitor YouTube internet use. How much time are children 

spending on this. 
 

- Disable public comments on videos 
 
- Consider whether it is appropriate to use devices unsupervised 
 
- Use webcams and devices in pubic/supervised areas 
 
- Be wary of private chat requests 

 
- Watch the videos yourself. Are they age-appropriate. 

 



Phase 3: Ages 10-11 

Drivers 

- Cementing friendships 

- Looking good 

 

Possible behaviours 

• Increased using of social networks (e.g. 
Facebook) 

• Be my friend! 

 



The desire for ‘Friends’ 

The percentage of online friends that children didn't know outside of being online 
was: 
 
12% for 8-11 years olds in 2012 
29% for 12-15 year olds in 2013 
 
This makes children vulnerable to bullying, grooming and sharing personal 
information. 
 
Children in the UK have the 2nd highest number of social networking contacts in 
Europe: 
 
26% of children had between 100 and 300 'friends' 
16% had more than 300 'friends' 
(Livingstone, 2010). 
 



Top tips about ‘friending’ 

- Be aware of the implications of under-age use of 
social media platforms 

 
- Talk to your child (What is a friend?) 
 
- Check privacy settings on social networks  

 
- What social media apps are they using 
  
- Be their friend! – agree ground rules 

 
 
 
 
 
 



Grooming or sexual abuse 

Grooming is when someone builds an emotional 
connection with a child to gain their trust for the 
purposes of sexual abuse or exploitation, and often 
happens online 
 



Do you want to be my friend? 



 
 
 
 
 
Do you want to be my friend? 
 
Age: 7  
 
Lives: Shrewsbury 
 
Email: pikachu_fan@hotmail.com 
 
Likes: Bunnies, Pokemon, Playing on my 
computer 
 
Dislike: Sprouts! Yuk! 

Can we be friends? 

mailto:pikachu_fan@hotmail.com


 
 

 

 
Do you want to be my friend? 

 

Age: 37  

 

Lives: Shrewsbury 

 

Email: pikachu_fan@hotmail.com 

 

Likes: Lying to children on the 
internet 

Dislikes: The police, bunnies 

Can we be friends? 

 

mailto:pikachu_fan@hotmail.com




Phase 4: Ages 11-12 

Drivers 

- Fitting in 

- Getting emotional support 

 

Behaviours 

• Use of social media for emotional support 

• Fitting in and being under pressure 

 



“U OK hun?” 

• Children will seek emotional support from 
‘friends’ for a variety of reasons 

• ‘Friends’ may respond in unexpected ways – 
accidentally or deliberately 

 



Tips 

• Talk to your child about “what will happen 
if…” 

• Don’t encourage children to share their 
worries online 

• Inform school about online bullying 

 



Sexting 

What is it? 
• Children taking and sharing ‘nude selfies’ as a dare, or to 
 demonstrate affection towards another child. 
 
 

1 in 10 have taken sexual images of themselves 
 
55% have shared it with others 
 
31% with someone they didn’t know 
 
 

 
 
 
 

 





Top tips! 
 
- Talk to your child 
- Be supportive 
- Look at the ZipIt app 
- Internet Watch 

Foundation/Childline 
can get illegal photos 
removed 

- Seek advice from 
school 

 



What about  

• “Going on my mum’s phone” 

 

 



• Sharenting 



What does the way we use social 
media as parents, say to our children? 



In sum…. 

- Be aware!  
 

- Assess the risk yourself 
 

- Talk to your child (little and often) 
 

 
 
 



What do we do in school? 
COMPUTING (Key Stage 1) Pupils should be taught to: 
 
use technology safely and respectfully, keeping personal 
information private; identify where to go for help and support 
when they have concerns about content or contact on the 
internet or other online technologies. 
 
COMPUTING (Key Stage 2) Pupils should be taught to: 
 
use technology safely, respectfully and responsibly; recognise 
acceptable/unacceptable behaviour; identify a range of ways to 
report concerns about content and contact. 

 
www.thinkuknow.co.uk 
 

http://www.thinkuknow.co.uk/


Key Stage 1 

Acceptable Use Policies in school. Rules for using the 
computers and why these matter. 
 
Be able to manage simple passwords (e.g. Accelerated 
Reader) 
 
Personal information and data 
 
“Hector’s World” – CEOP resources and series of 5 
lessons relating to Keeping Safe online aimed at 5-6 year 
olds. 



Key Stage 2 

Acceptable Use Policies in school. Rules for using the computers and why these matter. 
 
CEOP “Cyber Café” Resources. Simulating social media etc.  
 
Checking reliability of information on the internet (wikis) 
  
Safe and Unsafe Apps 
https://www.net-aware.org.uk/networks/?order=-popularity 
  
What is legal/illegal online? (Copyright and Piracy, Sexting. Hacking (Social networks). 
Mobile phone safety and the law 
 
Age restrictions/PEGI 
  
E-Safety campaigns 
(video, animation, leaflet. etc)  

 
 

https://www.net-aware.org.uk/networks/?order=-popularity
https://www.net-aware.org.uk/networks/?order=-popularity
https://www.net-aware.org.uk/networks/?order=-popularity
https://www.net-aware.org.uk/networks/?order=-popularity
https://www.net-aware.org.uk/networks/?order=-popularity


More information? 


